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Q: At what point do we update everything to use
NCC Group Domain Services?
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Users o W
table header and
First Name Last Name User Name Email Role 2FA Password Last Login v alternating rows:
Joe Bob j-bob jbob@acme.com view Y Y 1/1/2014 14:22 UTC light grey: #e5edes
Ernestia Jamon ernestia ernestia@acme.com normal Y Y 5/5/2014 18:11 UTC
Pat Miller pmiller pmiller@acme.com admin Y Y 8/8/2014 08:08 UTC For maximum usability, the table
Kwame Nkrumah  kwame kwame@acme.com view N N n/a should be sortable and searchable.
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part of CCgrouR

Users o ADD USER
To add a new user, please enter your password X Add User is the same as Edit User...

Firct N Last N d | Last Logi except the admin is required to enter

R a 218 LI Y their password. Password is also
Joe Bob PASSWORD: 1/1/2014 14:22 UTC required for delete user, initiate

: password reset and resend activation
Ernestia Jamon 5/5/2014 18:11 UTC token (when 2FA has not yet been
Pat Miller Cancel 8/8/2014 08:08 UTC setup)
Kwame Nkrumah | n/a
N
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Users o
First Name Last Name User Name Email Role 2FA Password Last Login v
Joe Bob j-bob jbob@acme.com view Y Y 1/1/2014 14:22 UTC
Ernestia Jamon ernestia ernestia@acme.com normal Y Y 5/5/2014 18:11 UTC
Pat Miller pmiller pmiller@acme.com admin Y Y 8/8/2014 08:08 UTC
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User: Kwame Nkrumah

FIRST NAME:  Kwame ROLE: view only

This is an edge case: resend activation
LAST NAME: Nkrumah TWO-FACTOR

. button appears b/c the user has not yet

USER NAME: owame AUTHENTICATION: not setup

setup 2FA
EMAIL: kwame@acme.com PASSWORD: not chosen
PHONE: 555-555-1212 LAST LOGIN: never light grey: #e5e4e5

Login Help: {5 <
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part of m:cgrc;ulg.

User: Kwame Nkrumah

FIRST NAME:  Kwam Success!

LA NANIE: NKruR A two-factor authentication token has been resent to
USER NAME:  kwam Kwame@acme.com

EMAIL: Kwam Kwame must complete the setup process for two factor
PHONE: 5555 authentication within 24 hours.

LAST LOGIN:

OB HER M
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User: Kwame Nkrumah W
FIRST NAME: Kwame ROLE: view only
LAST NAME: Nkrumah TWO-FACTOR
USER NAME:  kwame AUTHENTICATION: setup on 11/11/2014 08:08 UTC
EMAIL: kwame@acme.com PASSWORD: chosen on 11/11/2014 08:24 UTC This is the typical case: 2 buttons appear
PHONE: 555-555-1212 LAST LOGIN: 4/29/2014 12:12 UTC from 198.123.123 in “Login Help”
Login Help: =
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To reset Kwame's password, please enter your X
password .
Clicking on buttons generates a
PASSWORD: . . .
confirmation message via modal.
Cancel
Success! X

A time sensitive email has been sent to kwame@acme.com
with instructions for resetting their password.

Success!

The two-factor authentication token has been reset for
user: kwame.

At next login they will be prompted to re-authorize their
device. An email has also been sent to
kwame@acme.com informing them of this change.
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part of ACCGIoUR

User: Kwame Nkrumah (Edit Mode) | |
form fields: active state

FIRST NAME: Kwame ROLE: view only [ v <
-
LAST NAME: Nkrumah
TWO-FACTOR
USER NAME: | kwame AUTHENTICATION: Not setup medium grey: #888888 [l
EMAIL: kwame@acme.com PASSWORD: Not chosen Ight grey: #esedes |
PHONE: 555-555-1212 LAST LOGIN: Never form fields: normal state

<

Cancel

Clicking save, cancel or confirming
delete takes us back to the User
page -- the table display of all users
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part of ACCGIoUR

(Edit Mode)

User: Kwame Nkrumah (Edit Mode) DELETE USER
| | medium grey: ¥888888
FIRST NAME: | Kwame ROLE: ] =7 !
LAST NAME: | Nkrumah normal user /
TWO-FACTOR admin normal user <«
USER NAME: kwame AUTHENTICATION: MUt SCLUpP admin
EMAIL: kwame@acme.com PASSWORD: not chosen
PHONE: 555-555-1212 -
T EOGIN ; -
Cancel

Y

Copyright © 2014 NCC Group Inc. All Rights Reserved. info@artemis.net  1-855-684-1212 Are you sure you want to glele te X
— Kwame?
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User: K Nk h (Edit Mod DELETE USERg CANCEL

ser: Kwame Nkrumah (Edit Mode) o \ A
A
FIRST NAME: | Kwame | o
Are you sure you want to delete |
LAST NAME: | Nkrumah Kwame? dark grey: #424242 [l—
USERNAME: | kwame Ftup light blue (links): #38bde9
EMAIL: kwame@acme.c 10sen
Cancel alert border-color: #de2b0f

PHONE: 555-555-1212

Cancel SAVE CHANGES
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part of NCCQroup

User: Kwame Nkriumah (Fdit Made)
X

To delete Kwame, enter your password
FIRST NAME: | Kwarr

LAST NAME: Nkrur
USER NAME: kwam

PASSWORD:

EMAIL: kwam
PHONE: 555-5

Cancel

Cancel SAVE CHANGES
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My Profile: Kwame Nkrumah ﬁﬂ
FIRST NAME:  Kwame ROLE: view only
LAST NAME: Nkrumah TWO-FACTOR

USER NAME: kwame AUTHENTICATION: setup on 11/11/2014 08:08 UTC

EMAIL: kwame@acme.com PASSWORD: chosen on 11/11/2014 08:24 UTC
PHONE: 555-555-1212 LAST LOGIN: 4/29/2014 12:12 UTC from 198.123.123
Login Help:
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part of CCQIoup

My Profile: Kwame Nkrumah (Edit Mode)

FIRST NAME: Kwame ROLE: view only

LAST NAME: Nkrumah TWO-FACTOR

AUTHENTICATION: setup on 11/11/2014 08:08 UTC
USER NAME: kwame

EMAIL: kwame@acme.com PASSWORD: chosen on 11/11/2014 08:24 UTC

PHONE: 555-555-1212 LAST LOGIN: 4/29/2014 12:12 UTC from 198.123.123

To make other changes to your account information, please contact an admin account holder:

Pat Miller: 444-444-1212
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part of NCCQIoUR

My Profile: Kwame Nkrumah

FIRST NAME:  Kwame ROLE: view only

LAST NAME: Nkrumah TWO-FACTOR

USER NAME: kwame AUTHENTICATION: setup on 11/11/2014 08:08 UTC

EMAIL: kwame@acme.com PASSWORD: chosen on 11/11/2014 08:24 UTC
PHONE: 555-555-1212 LAST LOGIN: 4/29/2014 12:12 UTC from 198.123.123
Login Help: “J\:J?

Copyright © 2014 NCC Group Inc. All Rights Reserved. info@artemis.net  1-855-684-1212 %

. &
artemis ARTEMIS APPS ~ TWO-FACTOR AUTHENTICATION Kwame Nkrumah v

part of CCQIoUR

My Profile: Kwame Nkrumah (Edit Mode)

FIRST NAME: Kwame ROLE: view only

LASTNAME: — NKkrum Please login to change your password X

USER NAME: kwamg
OLD PASSWORD:

EMAIL: kwamg /2014 08:24 UTC

NEW PASSWORD:
PHONE: 555-55 UTC from 198.123.123

CONFIRM NEW PASSWORD:

2014 08:08 UTC

Login Help: Cancel
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part of NCCQIoUR

My Profile: Kwame Nkrumah (Edit Mode)

FIRST NAME: Kwame ROLE: view only
LASTNAME: — NKrum To reset your Two-Factor Authentication token, please
USER NAME:  kwam( Provide your password 2014 08:08 UTC
EMAIL: kwam /2014 08:24 UTC
PASSWORD:
PHONE: 555-5¢ UTC from 198.123.123
Cancel
Login Help: EIHHE
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part of NCCQrouUp

My Profile: Kwame Nkrumah (Edit Mode)

FIRST NAME: Kwam ¢
Success!
LAST NAME: NKkrunmn
| - icati 2014 08:08 UTC
USER NAME: KWam tCohkeecrlf your email for a new two-factor authentication

EMAIL: kwame /2014 08:24 UTC
UTC from 198.123.123

Please note: you must complete the setup process for
two factor authentication within 24 hours.

PHONE: 555-55

. i
Login Help: CHANGE PASSWORD W RESET TWO-FACTOR AUTHENTICATION
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GATEKEEPER DESIGN: NORMAL USER

Gatekeeper homepage for normal users =

My Profile

normal users can edit their phone number

only

to change password or reset 2FA,

password is required




