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nccgroup®

nccgroup®

MY PROFILE ~ ARTEMIS APPS  TWO-FACTOR AUTHENTICATION  Kwame Nkrumah

USERS [WARTEMISAPPS™ TWO-FACTOR AUTHENTICATION  Pat Miller ~

Artemis DTS Help
Logout

Registrar

SOC MVP “Help” is a link to the support email.



nccgroup’ USERS | ARTEMIS APPS

TWO-FACTOR AUTHENTICATION Pat Miller v

First Name Last Name Username Email Admin 2FA Password Last Login v
Joe Bob j-bob jbob@acme.com X v/ X 1/1/2014 14:22 UTC
Ernestia Jamon ernestia ernestia@acme.com X / 5/5/2014 18:11 UTC
Pat Miller pmiller pmiller@acme.com X 8/8/2014 08:08 UTC
Kwame Nkrumah  kwame kwame@acme.com v v v n/a

domainservices@nccgroup.com 1-855-684-1212

Copyright © 2014 NCC Group Inc. All Rights Reserved.



USERS

ARTEMIS APPS

TWO-FACTOR AUTHENTICATION

Pat Miller

jo)

ADD USER

nccgroup”
Users
First Name Last Name Username
Joe Bob j-bob
Ernestia Jamon ernestia
Pat Miller pmiller
Kwame Nkrumah | kwame

Email

jbob@acme.com

ernestia@acme.com

pmiller@acme.com

Admin
X v
X v
X
v v

\“ kwame@acme.com

X

4

2FA Password

Last Login v
1/1/2014 14:22 UTC
5/5/201418:11 UTC
8/8/2014 08:08 UTC

n/a

domainservices@nccgroup.com

1-855-684-1212

Copyright © 2014 NCC Group Inc. All Rights Reserved.



nccgroup" USERSY ARTEMIS APPS TWO-FACTOR AUTHENTICATION Pat Miller

User: Kwame Nkrumah

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRSTNAME:  Kwame APPLICATIONS and PERMISSIONS

LAST NAME: Nkrumah Gatekeeper Login, Admin

USERNAME: kwame . o
Continual Trust Login, View Findings,

EMAIL: kwame@acme.com Monitoring Service | T€ch Support, Reports

PHONE: 555.555-1212 (CTMS)

Login Help: INITIATE PASSWORD RESET RESET TWO-FACTOR AUTHENTICATION

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212




nccgroup‘ USERS ARTEMIS APPS TWO-FACTOR AUTHENTICATION Pat Miller

User: Kwame Nkrumah

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Not Configured | Password Status: Not Set

FIRSTNAME: Kwame APPLICATIONS and PERMISSIONS

LAST NAME: Nkrumah . :
Gatekeeper Login, Admin

USERNAME: kwame o o
Continual Trust Login, View Findings,

EMAIL: kwame@acme.com Monitoring Service Tech Support, Reports

PHONE: 555-555-1212 (CTMS)

Login Help: RESEND ACTIVATION TOKEN

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212




Pat Miller

nccgroup° USERSY ARTEMIS APPS  TWO-FACTOR AUTHENTICATION
X

Success!
An activation token has been resent to kwame@acme.com

Kwame must complete the setup process for two factor
authentication within 24 hours.

Back to Users

X

To resend the activation token, enter your password

PASSWORD:

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212




INITIATE PASSWORD RESET

To reset Kwame’s password, please enter your X
password

PASSWORD:
Success! X

A time sensitive email has been sent to kwame@acme.com
with instructions for resetting their password.

Back to Users

RESET TWO-FACTOR AUTHENTICATION

X

Success!

The two-factor authentication token has been reset for
user: kwame.

At next login they will be prompted to re-authorize their
device. An email has also been sent to
kwame@acme.com informing them of this change.

Back to Users




nccgroup° USERS ARTEMIS APPS TWO-FACTOR AUTHENTICATION Pat Miller

First Name Last Name Username Email Admin 2FA Password Last Login v
Joe Bob j-bob jbob@acme.com X v X 1/1/2014 14:22 UTC
Ernestia Jamon ernestia ernestia@acme.com X v/ v/ 5/5/2014 18:11 UTC
Pat Miller pmiller pmiller@acme.com X X 4 8/8/2014 08:08 UTC
Kwame Nkrumah | kwame W kwame@acme.com v/ v v n/a

Copyright © 2014 NCC Group Inc. All Rights Reserved. info@artemis.net  1-855-684-1212




nccgroup‘ USERS ARTEMIS APPS TWO-FACTOR AUTHENTICATION Pat Miller

First Name Last Name Username Email Admin 2FA Password Last Login v
Joe Bob j-bob jbob@acme.com x v x 1/1/2014 14:22 UTC
Ernestia Jamon ernestia ernestia@acme.com x v v 5/5/201418:11 UTC
Pat Miller pmiller pmiller@acme.com X x 4 8/8/2014 08:08 UTC
Kwame Nkrumah  kwame kwame@acme.com v v v n/a

Pat Mille

Add New User

FIRST NAME:
LAST NAME

USERNAME:

EMAIL:
PHONE:

Choose which applications a user can access, and provide additional permissions for users that require them.

Application Description Additional Permissions

Secure Registrar Request and manage .trust domains, identity and No additional
intellectual property verification (upload TMCH file). permissions (login only)
Continual Trust Securely view scan results and findings, review the .trust View Findings
Montoring Service policies, and interfa_ce with our security operations for any Access Tech Support
(CTMS) questions or remediation needs.
Generate Reports

Cancel SAVE CHANGES

To add a new user, please enter your password

PASSWORD:

ht © 2014 NCC Group Inc. All domainse

nccgroup

Users 0o ADD USER

First Name Last Name Username Email Admin 2FA Password Last Login v
Joe Bob j-bob jbob@acme.com x 4 x 1/1/201414:22 UTC
Ernestia Jamon ernestia ernestia@acme.com x v v 5/5/2014 18:11 UTC
Pat Miller pmiller pmiller@acme.com X x v 8/8/2014 08:08 UTC

« kwame@acme.com




nccgroup®

USERS

ARTEMIS APPS  TWO-FACTOR AUTHENTICATION Pat Miller

User: Kwame Nkrumah (Edit Mode)

Last Login: 1/1/2014 14:22 UTC | 2FA Status: 2FA Configured | Password Status: Password Chosen

FIRST NAME:
LAST NAME:
USERNAME:
EMAIL:
PHONE:

Kwame

Nkrumah

kwame

kwame@acme.com

555-555-1212

Grant Access to Applications and Assign Permissions

Choose which applications a user can access, and provide additional permissions for users that require them.

Application

Description

Additional Permissions

Secure Registrar Request and manage .trust domains, identity and No additional options
intellectual property verification (upload TMCH file). for permissions
Continual Trust Securely view scan results and findings, review the .trust View Findings

Montoring Service

(CTMS)

policies, and interface with our security operations for any
questions or remediation needs.

Access Tech Support
Generate Reports

Create and view Executive and Technical
Reports (PDF) -- a permission that Security
Engineers, Managers or CISO's may require.

domainservices@nccgroup.com 1-855-684-1212

Copyright © 2014 NCC Group Inc. All Rights Reserved.



Table and checkbox d t Choose which applications a user can access, and provide additional permissions for users that require them.

Application

padding (pink) = 30px

disabled: #CCCCCC

Label plus checkbox is the
target for all checkboxes.

Secure Registrar

on hover cursor = hand

selected: border = #000000 Continual Trust
Montoring Service

(CTMS)

unselected: border = #CCCCCC

Description Additional Permissions

No additional options
for permissions

Request and manage .trust domains, identity and
intellectual property verification (upload TMCH file).

Securely view scan results and findings, review the .trust
policies, and interface with our security operations for any
questions or remediation needs.

View Findings
Access Tech Support
Generate Reports

Once selected, a row turns blue to indicate it’s active. Otherwise alternate row styling applies: #FFFFFF and #E5E4E5
Gatekeeper is an exception: it cannot be de-selected from the Application column.

Cancel SAVE CHANGES

Tooltip devnotes
Choose which applications a user can access, and provide additional permissions for users that require them.

Application

Secure Registrar

Description Additional Permissions

No additional
permissions (login only)

Request and manage .trust domains, identity and
intellectual property verification (upload TMCH file).

Continual Trust
Montoring Service
(CTMS)

Securely view scan results and findings, review the .trust
policies, and interface with our security operations for any
questions or remediation needs.

View Findings
Access Tech Support
Generate Reports

Creating and viewing reports is a permission
that Security Engineers, Managers or CISO's
may require.

Tooltip appears on selection. One tooltip is active at a time. The tooltip should fade out after 5 seconds (?) and disappear
when de-selected. And re-appear on re-selection. And be dismissed by a click anywhere outside the tooltip.

Grid devnotes

Tables are used for the most prominent of the new features: Users Page (index)
and Capabilities selection -- these don't depend on the grid.

The “View User” page was designed with the Foundation grid in mind -- the page
should use full width (12 col) and 2X (6 col

nccgroup‘ USERS ARTEMIS APPS TWO-FACTOR AUTHENTICATION Pat Miller

12 col

EDIT USER

6col 6col

APPLICATIONS and PERMISSIONS

User: Kwame Nkrumah
Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRST NAME: Kwame

LAST NAME: Nkrumah Gatekeeper Login, Admin

USERNAME: kwame R,
Login, View Findings,

Tech Support, Reports

Continual Trust
Monitoring Service
(CTMS)

EMAIL: kwame@acme.com
PHONE: 555-555-1212

12col
Login Help: INITIATE PASSWORD RESET RESET TWO-FACTOR AUTHENTICATION

1-855-684-1212

Copyright © 2014 NCC Group Inc. All Rights Reserved.

domainservices@nccgroup.com




f"CCQrC’UfDe USERS™ ARTEMIS APPS  TWO-FACTOR AUTHENTICATION Pat Miller

User: Kwame Nkrumah (Edit Mode)

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRST NAME:
LAST NAME:
USERNAME:
EMAIL:
PHONE:

Grant Access to Applications and Assign Permissions

Choose which applications a user can access, and provide additional permissions for users that require them.

Application Description Additional Permissions

v

Secure Registrar Request and manage .trust domains, identity and No additional options

intellectual property verification (upload TMCH file). for permissions
Continual Trust Securely view scan results and findings, review the .trust View Findings
Montoring Service policies, and interface with our security operations for any Access Tech Support
(CTMS) questions or remediation needs.

Generate Reports

Cancel SAVE CHANGES

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212



nCCQfOUpe MY'PROFIEES ARTEMIS APPS  TWO-FACTOR AUTHENTICATION Kwame Nkrumah

My Profile: Kwame Nkrumah

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRSTNAME:  Kwame APPLICATIONS and PERMISSIONS

LAST NAME: AL Gatekeeper Login, Admin

USERNAME: kwame . o -
Continual Trust Login, View Findings,

EMAIL: kwame@acme.com Monitoring Service | Tech Support, Reports

PHONE: 555-555-1212 (CTMS)

Login Help: CHANGE PASSWORD RESET TWO-FACTOR AUTHENTICATION

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212




nccgroup®

MY PROFILE

ARTEMIS VAPPS

TWO-FACTOR AUTHENTICATION ~ Kwame Nkrumah

My Profile: Kwame Nkrumah (Edit Mode)

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRST NAME:

LAST NAME:
USERNAME:
EMAIL:
PHONE:

Kwame
Nkrumah
kwame

kwame@acme.com

555-555-1212

Cancel SAVE CHANGES

APPLICATIONS and PERMISSIONS

Gatekeeper

Login, Admin

Continual Trust
Monitoring Service
(CTMS)

Login, View Findings,
Tech Support, Reports

Pat Miller: pmiller@acme.com 444-444-1212

To make other changes to your account information, please contact an admin account holder:

Copyright © 2014 NCC Group Inc. All Rights Reserved.

domainservices@nccgroup.com 1-855-684-1212




nccgroup° MY'PROEIEES ARTEMIS APPS  TWO-FACTOR AUTHENTICATION Kwame Nkrumah

My Profile: Kwame Nkrumah

Last Login: 1/1/2014 14:22 UTC | 2FA Status: Configured | Password Status: Password Set

FIRST NAME:  Kwame APPLICATIONS and PERMISSIONS

LAST NAME: Nkrumah Gatekeeper Login, Admin

USERNAME: kwame -
Continual Trust Login, View Findings,

EMAIL: kwame@acme.com Monitoring Service Tech Support, Reports

PHONE: 555-555-1212 (CTMS)

Login Help: CHANGE PASSWORD ‘b RESET TWO-FACTOR AUTHENTICATION

Copyright © 2014 NCC Group Inc. All Rights Reserved. domainservices@nccgroup.com 1-855-684-1212




nCCQ(OUpc MY PROFILE ARTEMIS APPS TWO-FACTOR AUTHENTICATION Kwame Nkrumah

Enter your current password and choose a new one.
Password must be a minimum of 8 characters.

OLD PASSWORD:

NEW PASSWORD:

CONFIRM NEW PASSWORD:

&=L [ CHANGE PASSWORD




